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How Can I Fight A Bully I Cannot See????
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Professor Media encourages adults who interact with youth to read this
FCE material on Cyberbullying. Adults need to become knowledgeable
about Cyberbullying so they can help protect youth from this threat and
possible harm.

This is an addition to the Family ChoicE-Media Campaign to provide
adults with an awareness of the problem of Cyberbullying — harassment
and tormenting via the Internet. This information provides ways to
counteract this “unseen Bully.”

CYBERBULLYING???.....How can | fight a bully | cannot see????

Having access to the internet and to other means of digital
communications, such as text messaging, has opened up a whole new
avenue for young people staying in communication with each other. It is
an easy way to keep in touch with old friends and make new ones.

Unfortunately the ease of communication and the anonymity of the
communication have also opened the way to a growing threat called
“Cyberbullying.”

Bullies have always been among us. From the:school yard to the
workplace, the bully’s threat has been something tangible that we could
see, hear and in severe cases feel. We knew who the bullies were and
could usually avoid them or their threats. Now, bullies are able to invade
our homes by way of the internet, cell phones and other digital
technology. And the real big difference now is that the bully can be
anonymous. These bullies are called “Cyberbullies”, and because of
their anonymity, they feel safe in making increasingly serious threats.

So what is “Cyberbullying?”

Cyberbullying has been referred to as an “Emerging Threat” to the
“always on” generation. To understand the threat cyberbullying poses
we must first understand what it is and how it affects us.

"Cyberbullying” is when a child, preteen or teen is tormented,

threatened, harassed, humiliated, embarrassed or otherwise targeted by
another child, preteen or teen using the Internet, interactive and digital

technologies or mobile phones. It has to have a minor on both sides, or
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at least have been instigated by a minor against another minor. Once
adults become involved, it is plain and simple cyberharassment or
cyberstalking. Adult cyber-harassment or cyberstalking is NEVER called
cyberbullying. (From www.stopcyberbullying.org)

Cyberbullying has been identified as any harassment that occurs via the
Internet. This includes, but is not limited to: vicious forum posts, name
calling in chat rooms, posting fake profiles on web sites, and mean or
cruel email messages, threatening text messages, and taunting
voicemails.

Are you confused? It is confusing...and scary!!

Here are some real life examples of cyberbullying:

« A student is bombarded by anonymous threatening and taunting
emails at home, even though there is no direct harassment at
school. The emails come from multiple public free-mail accounts
making them very difficult to trace and making the student feel as if
many students are against him/her even though the messages
may really come from only one person.

» A school bulletin board is spammed with name-calling posts that
spread vicious rumors about a student.

« A public forum is used to start or spread rumors about a person at
a different school.

» A fake profile is posted in one persons name by other students
listing false information about the person in question but providing
site visitors with a valid way to make contact. As a result the
person’s email is flooded with emails from strangers who think the
information on the profile is real.

- A picture of a person is posted online without their knowledge
and/or consent, often with cruel intentions. For instance a person’s
picture is posted at a ‘hot or not’ public polling type site or along
with a personal profile that is fraudulently posted at a peer-to-peer
web site. Often the picture is unflattering or manipulated with
photo altering software. (From teenadvice.about.com)

Why is the threat of “Cyberbullying” increasing?
Unfortunately, a very high percentage of today’s youth have access to
several forms of digital communication that in many cases takes place

away from adult supervision. Research from 2005, shows that over 50%
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of the kids polled, state that they are alone online most of the time. Only
16% say that they talk with their parents about what they do online.

Many youth feel freer to do things on line that they would never do under
supervision. This forms the perfect condition for the cyberbully.

Why do kids become “cyberbully’s”?
Some children are motivated by anger, frustration or revenge. Some

have too much free time on their hands, and in some cases, {oo many
electronic devices at their disposal. Some do it for entertainment, for
laughs or simply to get a reaction from others, and not necessarily the
‘victim. The reasons they bully are as varied as the methods available to
them.

Is there a typical cyberbully or cyberbully victim?

The typical cyberbully is usually between 9 and 14 years of age. They
are usually the victims of offline bullying themselves, and they usually
know their victims. Boys usually use technology such as hacking into
another's computer, while girls use communications such as cell phone
messaging, emails, and postings on web pages. Any one can be a
cyberbully if they are aggravated enough.

The typical victim is also usually between the ages of 9 and 14. Sexual
harassment usually takes over after the age of 14. Sometimes the
victim is also a victim of “schoolyard bullying” and sometimes the victim
is a schoolyard bully! Sometimes the victim is just someone who didn’t
think an email or text message through before they sent it and they
offended someone unintentionally.

Isn’t it just “kids being kids?”

Yes, sometimes it is just kids messing around trying to be funny or
showing off for someone else. BUT, it can be a serious threat also.
Watch for repeated messages from different screen names, your child’s
personal information posted online, or anything that seriously affects
your child emotionally.

Can | find out who the “cyberbully” is in real life?
Every where you go on the internet you leave tracks!! Think about a field

covered with newly fallen snow, and someone walking across and
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around it. You can follow them very easily. The same thing happens
when you “surf’ the internet.

Is it LEGAL?

Kids tend to talk tough and it is very hard to determine what “just talk” is
and what a “serious threat” is. Most cyberbullying incidents are not
classified as a crime.

Is there someone | can call when | need help with a cyberbullying

problem?
You can talk to the parents of the suspected cyberbully, you can call the

‘police if an off line threat was also made, and contact the school if there
are other students involved. If it is a continuing problem, contact the
offending person’s Internet Service Provider. There are a couple of web
sites that also give help with a cyberbullying problem. A good one to
contact is www.Wiredsafety.org. They have a cyberbullying report team.
You may also want to consider installing a monitoring software program
on your computers.

How do | report cyberbullying?
There are many places you can go to report cyberbullying. If it is a

serious threat or if threats have also been made off line, contact the
police. You will need to have “proof” of the cyberbullying attack. You will
need more than just a printout of the emails or instant messages; you
will need what is considered “live evidence.” If you had the foresight to
install monitoring software, you can print out a report that can be used in
the investigation.

S0... What can | do to fight “Cyberbullying”?

1. Awareness and education are the first steps.

2. Then share what you learn with others.

ALSO:

3. Set time limits for online usage.

4. Always keep computers in high use areas of the home.

5. Monitor email accounts, text messages on cell phones, and web
sites children and youth have accounts on.

6. Install monitoring software on your computers.
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CENTER FOR SAFE AND RESPONSIBLE INTERNET USE

A Parents’ Guide to
Cyberbullying and Cyberthreats

Young people have fully embraced the Internet and other technologies,' like cell phopes, as both
an environment and a tool for socializing. They send emails, create their own web su{es, post _
intimate personal news in blogs {online interactive diaries), send text messages and images via
cell phone, message each other through IMs (instant messages), chat in chatrooms, post to dis-
cussion boards, and seek out new friends in teen sites.

Unfortunately, there are increasing reports of teens (and sometimes younger children) using
these technologies to post cruel text or images to bully their peers or engage in other cruel be-
havior. There are also increasing reports of teens posting material that raises concerns they are
considering an act of violence towards others or themselves. This Guide wi_il prc_:vide you with
insight into these concerns and guidelines to prevent you child from being vuctm}:zed by or en-
gaging in online harmful behavior. It will also provide guidance on intervention actions. If you are
confused about any Internet terms, check the glossary at the end.

THE STORIES

These stories are based on actual events. Most
names have been changed.

A group of girls at his school had been taunting
Alan through IM, teasing him about his small
size, daring him to do things he couldn’t do.
They dared him to commit suicide. He discussed
this with them. The girls thought it was a big
joke. One afterncon, Alan got his grandfather’s
shotgun, loaded it, and killed himself. He had
deleted every thing from his computer, except
for one message, “The only way to get the re-
spect you deserve is {o die.”

Unknown middle school students created a web
site all about Raymond. On this site, they posted
Raymond stories, Raymond jokes, and Ray-
mond cartoons. They posed questions about
Raymond's sex life. They invited anyone visiting
the site to submit their own comments and had
an email link for people to send comments di-
rectly to Raymond.

Sitting around the computer with her friends at a
Friday night sleepover, Judy asked, "Who don’t
we like? Who can we mess with?” They chose
Sara, who was always trying fo fit info the group.
Sure enough, Sara was online. So Judy started
IM-ing with her — with all of the other girls pro-
viding suggestions. "Ask her who she likes best,
Jack or Nathan,” they urged. The next Monday,
the girls were passing Sara’s IM at school.

Greg, an obese high school student, was
changing in the locker room after gym class.
Matt took a covert picture of him with his cell
phone camera. Within seconds, he sent it to
classmates. Soon the piclure was flying around
to cell phones at school. By the time Greg left
the locker room, all the students were laughing
at him.

Joanne saw some girls bullying Jessica at
school and reported the bullying to the office. By
the time Joanne got home from school she had
35 angry messages in her email box and even
more angry text-messages on her cell phone.
Most of the messages are anonymous. Now, on
a daily basis, Joanne gets many email and texi
messages using vulgar and insulting language.

An anonymous group of students from school
have created a web site. The web site contains
partially nude images of the girls, apparently
taken in the girl's locker room. The web site of-
fers visitors the opportunity to post comments
about each girl. Many derogatory comments
have been posted, including some that are
sexually explicit.

After he beat another boy in an online game,
several of the boy's friends threatened Michael
in the game site chat room. "We'll make you pay
for this.” Now when Michael tries fo play on the
site, a group of other players gang up on him
and restrict his activities so that he cannot par-
ticipate.



When Annie broke up with her boyfriend, Sam,
he sent her many angry, threatening, pleading
messages. When Annie blocked his email ac-
count, Sam continued fo send messages either
by email or text message. When Annie still re-
fused to get back with him, Sam posed as Annie
in a sex-oriented discussion group and posted a
sexually suggestive picture Annie had given him,
along with her email address and cell phone
number.

Jeff wrote the following comments in a series of
chats: "I'm a retarded [explefive] for ever believ-
ing that things would change. I'm starting to re-
gret sticking around, | should've taken the razor
blade express last time around.” "l takes cour-
age fo turn the gun on your ownself, takes cour-
age to face death. Knowing you're going to die
and actually following through takes heart, |
don't care who you are.™... kind of rocky right
now so | might disappear unexpectedly.”

Sue was really angry at Kelsey, who she thought
stole her boyfriend. Sue convinced Marilyn to
post anonymous comments on a school-related

CYBERBUILLYING

Cyberbullying is being cruel to others by
sending or posting harmful material using
the Internet or a cell phone. Here is how it
happens:

* Flaming. Online “fights” using electronic
messages with angry and vulgar lan-
guage.

° Harassment. Repeatedly sending offen-
sive, rude, and insulting messages.

* Cyberstalking. Repeatedly sending
messages that include threats of harm
or are highly intimidating. Engaging in
other online activities that make a per-
son afraid for her or her safety.

= Denigration. “Dissing” someone oniine.
Sending or posting cruel gossip or ru-
mors about a person to damage his or
her reputation or friendships.

* Impersonation. Breaking into someone’s
account, posing as that person and
sending messages to make the person
look bad, get that person in trouble or
danger, or damage that person’s repu-

discussion board slamming Kelsey. Marilyn was
eager to win Sue's approval and fit into her
group of friends, so she did as Sue requesied.

Joe and Alec have gotten into an online argu-
ment about an incident that occurred at school.
Each message has gotten angrier and more vul-
gar. Joe warns Alec fo watch his back in school
the next day.

Celia met Andrew, a.k.a., nazi_bot_sadistic, in a
chat room. As they continued to communicate,
Celia became concerned. Andrew was obviously
a very angry young man. He had no friends at
school and expressed the desire to show the
other students who he really was. Andrew wrote:
“bring a gun to school, ur on the front of every
newspaper ... didnt choose this life, but i damn
well chose to exit it ... i cant imagine going
through life without killing a few people ... peo-
ple can be kissing my shotgun straight out of
doom ... i tell it how it is .. if u dont like it u die ...
if i dont like the way u look at me, u die ... i
choose whao lives and who dies.

tation or friendships.

* OQuting and Trickery. Sharing someone’s
secrets or embarrassing information on-
line. Tricking someone into revealing
secrets or embarrassing information,
which is then shared oniine.

* Exclusion. Intentionally excluding some-
one from an online group, like a “buddy
list.”

CYBERTHREATS

A cyberthreat is online material that threat-
ens or raises concerns about violence
against others, suicide or other seli-harm.

= Direct threats. Actual threats to hurt
SOmesne or commil suicide.

e Distressing Material. Online material
that provides clues that the person is
emotionally upset and may be consid-
ering hurting someone, hurting him or
herself or committing suicide.

(The siories of Alan, Jeff, and Andrew all demonstrate dis-
tressing material. Alan committed suicide. Jeff was the stu-
dent from Red Lake who killed nine people and himself.



Celia saved and reporied the chat. Andrew was found to be
a member of a hate group and possess many weapons. He
is how In prison.)

How, WHO, AND WHY

s Cyberbullying or cyberthreat material —
text or images — may be posted on per-
sonal web sites or blogs or transmitted
via email, discussion groups, message
boards, chat, IM, or texi/image cell
phones. (See, Internet terms.)

= A cyberbully may be a person whom the
target knows or an online stranger. A
cyberbully may be anonymous and may
solicit involvement of other people on-
line who do not even know the target.

» Many times, cyberbullying and cyber-
threats are related to in-school bullying.
Sometimes, the student who is victim-
ized at school is also being bullied on-
line. But other times, the person who is
being victimized at school becomes a
cyberbully and retaliates against the in-
school bully online. Other times, the tar-
get will simply share his or her anger or
depression online as distressing mate-
rial.

s Sometimes, cyberbullying involves rela-
tionships. Relationships can break up.
When this happens, one person may
start to cyberbully the other person.
Other times, teens may get into online
fights about relationships.

= Sometimes cyberbullying is based on
hate or bias — bullying others because of
race, religion, obesity, or sexual orienta-
tion.

e Some teens think cyberbullying enter-
taining — a fun game to hurt other peo-
ple.

* Some teens have no one to talk with
about how bad they are feeling and how
horrible their life is. So they post mate-
rial online that shares how hurt they are.
They might think that if they post this
kind of material online, they will meet
someone who cares about them. Un-
fortunately, they may meet a dangerous
stranger or hook up with other teens

who reinforce their bad feelings.

= Generally, teens are the most actively
involved, sometimes children are. [We
use the terms “teen” or “teenager” in this
document.}

RELATED ONLINE RISKY BEHAVIOR

There are other concerns about youth on-
line behavior related to the concems of cy-
berbullying and cyberthreats. Teens who do
not have strong “real world” connections
appear to be the ones most attracted to
these risky behaviors. These are the youth
who are “looking for love in all the wrong
places.”

Disclosing Personal Information

Young people are disclosing personal con-
tact information and massive amounts of
sensitive personal information in profiles,
web pages, blogs, and through all forms of
Internet communications. They seem to be
totally unaware of the public and permanent
nature of these disclosures and the ability of
anyone to send whatever material they
place in electronic form and send or post
can be resent to anyone, anywhere in the
world.

Internet Addiction

Internet addiction is defined as an excessive
amount of time spent using the Intemet, re-
sulting in lack of healthy engagement in ar-
eas of life. internet addiction is itself a con-
cemn, as well as an indicator of other con-
cerns. The Internet offers a fime-warped
place where children and teens can get
away from their real world concerns—they
can be free, independent, uninhibited, and
can find acceptance. The Internet is avail-
able 24/7. The game is always going on.
Friends are always available. Life online
constantly beckons.

One large part of the problem is that com-
mercial web sites have designed “sticki-
ness” into their operations—activities that
are designed for the specific purpose of en-
ticing young people to spend as much time



as possible on their site and return fre-
quently

Risky Sexual Behavior

Young people are using Intemet communi-
ties and matching services to make connec-
tions with others for sexual activities, rang-
ing from online discussions about sex to
“hook-ups.” In the context of these relation-
ships, they may post or provide sexually
suggestive or explicit pictures or videos.

Suicide and Self-harm Communities
Depressed young people are interacting
with sites and groups that provide informa-
tion on suicide and self-harm methods and
encouragement for such activities. Self-
harm includes cutting, anorexia, fainting,
and the like.

Hate Group Recruitment and Gangs

Sites and groups that foster hatred against
“others” are actively recruiting angry, dis-
connected youth. Some youth informally
use Internet to coordinate troublesome and
dangerous activities.

Violent Gaming

Violent gaming frequently involves sexual or
biased-base victims. Young people ofien
engage in online simulation games, which
reinforce the perception that all interactions
online, including violent ones, are “just a
game.”

WHY ARE PARENTS OUT OF THE
LooP?

Because in too many cases parents aren’t
paying attention and teens aren't talking.

= Many parents think that if their children
are home using a computer they are
safe and not getting into trouble. Noth-
ing could be further from the truth. Your
child could be the target of emotionally
damaging harassment or be causing
pain fo others — from the comfort of your
family room.

= Some parents think they have protected
their children because they have in-
stalled filtering software. Filtering sofi-

ware provides false security. Not only
can children still get to the kinds of ma-
terial parents don’t want them to access,
it cannot prevent cyberbullying.

- There is a strong social norm among
teens that works against sharing infor-
mation with adults about what is going
on online. For teens “what happens on-
line, should stay online.” Many teens
fear that if adults find out what is hap-
pening online, their access will be re-
stricted.

ONLINE BEHAVIOR

Why is it that when people use the Internet
or other technologies, they sometimes do
things that they would never do in the “real
world?” The answer to this question can be
summed up in one statement: “You can’t
see me, | can’t see you.”

You Can’t See Ne

When people use the Intemet, they feel like
they are invisible. It is just them, the key-
board, and the computer. In fact, people are
not really invisible, because they are leaving
little “cyberfootprints® wherever they go. The
perception of invisibility is enhanced be-
cause of the ability to create anonymous
accounts. When people are invisible, this
removes the concerns of detection, social
disapproval, and punishment.

| Can’t See You

When people use the Internet they do not
receive tangible feedback about the conse-
quences of their actions, including actions
that have hurt someone else. The lack of
tangible feedback interferes with empathy.
This also leads to the perception that online
actions are “just a game.”

Rationalizations

Sometimes when people do something they
know is wrong, they provide excuses or ra-
tionalizations for their behavior. Common
rationalizations include: "He started it.”
"Everybody does it." "Nobody ever geis
caught.” “| was just playing around.” It is a
lot easier to rationalize wrong behavior on-



line because of the perception of invisibility
and the lack of tangible feedback.

Role Playing

Teens engage in role-plaving online, by
creating different “personas” or “avatars” in
different online environments. This allows
them to use a new Internet rationalization “It
wasn’'t me. It was my ‘avatar.” This rein-
forces the perception that ali actions online
are a game.

Online Social Norms

The perception of invisibility, lack of tangible

feedback, and the ease by which wrong be-

havior can be rationalized, and role playing

has provided the basis for online social

norms that support for cyberbullying and

cyberthreats. These norms include:

= “Tell all. On the Internet it is okay to re-
veal my personal secrets for the world to
see.”

e “l have a free speech right to say what-
ever | want about others online, without
regard for the harm | might cause.”

e “What happens online is just a game. It
is not real. So no one can get really
hurt.”

= . “What happens online, should stay on-
line.”

THE IMPACT OF CYBERBULLYING

It is widely known that face-to-face bullying
can result in long-term psychological harm
to targets. This harm includes low self
esteem, depression, anger, school failure,
school avoidance, and, in some cases,
school violence or suicide. It is possible that
the harm caused by cyberbullying may be
even greater than harm caused by tradi-
tional bullying because...

e Online communications can be ex
tremely vicious.

° There is no escape for those who are
being cyberbullied — victimization is on-
going, 24/7.

e Cyberbullying material can be distrib-
uted worldwide and is often irretrievable.

= Cyberbullies can be anonymous and

can solicit the involvement of unknown
“friends.”

» Many teens are reluctant to tell adults
what is happening online or through
their cell phone because they are emo-
tionally traumatized, think it is their fault,
fear greater retribution, or fear their on-
line activities or use of a cell phone will
be restricted.

BUILLY, TARGET, AND BYSTANDER

If your child has been actively socializing

online, it is probable that he or she has

been involved in cyberbullying in one or
more of the following roles:

e Bullies — “Put-downers” who harass and
demean others, especially those they
think are different or inferior, or “get-
backers” who have been builied by oth-
ers and are using the Intemet to retali-
ate or vent their anger.

= Targets — the targets of the cyberbully.

* Bystanders who are part of the problem
— those who encourage and support the
bully or watch the bullying from the side-
lines, but do nothing to intervene or help
the target.

° Bystanders who are part of the solution
— those who seek to stop the bullying,
protest it, provide support to the target,
or tell an adult. We need more of these
kinds of bystanders!

STAY INVOLVED WITH YOUR CHILD'S
ONLINE EXPERIENCES

Make it your business to know what your
child is doing online and your child’s online
friends. Teenagers are likely to take the po-
sition that their online activities are their
business. But parents have a moral, as well
as legal, obligation to ensure that their chil-
dren are engaged in safe and responsible



behavior — including online behavior. To
stay invoived ...

* Keep the computer in a public place in
the house. Periodically check on what
your child is doing. Discuss the kinds of
Internet activities your child enjoys.

e Be up front with your child that you will
periodically investigate the files on the
computer, the browser history files, and
your child’s public online activities.

° Search for your child’s name online,
look at his or her profiles and postings
on teen community sites, review web
pages or blogs.

e Tell your child that you may review his
or her private communication activities if
you have reason to believe you will find
unsafe or irresponsible behavior.

° Watch out for secretive behavior as you
approach the computer, such as rapidly
switching screens, and for attempts to
hide online behavior, such as an empty
history file.

° You can install key-stroke monitoring
software that will record all of your
child’s online activities. The use of such
sofiware can raise trust concems. If you

. install the software, do not always think
that you should use it. Tell your child it
has been installed and what actions on
his or her part could lead to your inves-
tigation. These actions could include not
being willing to talk about his or her on-
line activities, late night use, extensive
use, decline in grades, evidence your
child is seeking to cover his or her
tracks, report of inappropriate activity,
appearing really upset after Internet use,
and the like.

[Not on topic, but important If ever you find

any evidence vour child is interacting with a
possible sexual predator, do not confront
your child. Your child could warn the
predator or run off with him. Call your local
police and ask for a youth or computer

crimes expert ]

PREVENT YOUR CHILD FROM BEING
A CYBERBULLY

Values and Ethical Behavior Discussion
Talk with your child about the value of
treating others with kindness and respect
and your expectation that your child will act
in accord with these vaiues online.

Consequences Discussion

Make it clear that if your child engages in
irresponsible online behavior, you will im-
pose an undesirable consequence. Talk
about the implications of severe cyberbully-
ing that could lead to criminal arrest or civil
litigation (see below).

Questions Teenagers Can Ask Them-
selves

Help your child develop self-awareness,
empathy, and effective decision-making by
asking themselves these questions:

° Am | being kind and showing respect for
others and myself?

» How would | feel if someone did the
same thing to me or to my best friend?

* How do | feel inside?

* What would a trusted adult, who is im-
portant in my life, think?

e s this action in violation of any agree-
ments, rules, or laws?

* How would | feel if everyone could see
me?

* Would it be okay if | did this in my home
or at school?

= How does this action reflect on me?

Prevent Online Retaliation

Some teens who engage in cyberbullying
are retaliating against teens who are Butly-
ing them face-fo-face. Help your child un-
derstand that retaliating is not smart. It al-
iws bullies fo justify their behavior because
the target ost his or her cool” Further, your
child could be mistaken as the source of the
problem. Ask the school counselor for re-
sources fo help you bully-proof your child
and assistance to stop any bullying that is
occurring at school.



PREVENT YOUR CHILD FROM BE-
COMING A TARGET

Buliy-proof Your Child

Find parent resources to help bully-proof
your child by building his or her self-
confidence and resilience. Pay special at-
tention if your child has traits that can lead
to victimization, including if your child is
cbese, perceived to be gay or lesbian, an
alternative thinker, not willing to play social
games, a “wanna-bee” not fitting into the “in
crowd,” and the like.

Combat the “Tell AIl” Phenomenon
Your child should understand how risky it is
to reveal sensitive personal information on-
line in public forum or a message that could
be forwarded to others. Help your child dis-
tinguish between personal interest informa-
tion that can safety be shared and sensitive
personal information that should generally
not be shared. Discourage involvement in
the kinds of environments that promote ex-
cessive self-disclosure and rude behavior.

Discuss Cyberbullying

Ask your child whether he or she has been
a target of cyberbullying or has wilnessed it
and what happened. Assure your child that
you trust him or her to handle many of these
kinds of situations, but that if a situation
ever emerges that causss concems, you
are there to help and will not respond by
unilaterally restricting all Internet activities.

The following are signs your child may be
the target of cyberbullying:

e Emotional upset — depression, sadness,
anxiety, anger, or fear, especially #
there is nothing readily apparent that
could be causing this upset, or ¥ yousr
child seems espscially unset fer using
the Internet or a cell phone. [You're un-
likely to be able o tell i vour child is
emotionally upset after using the Inter
net if the computer is hidden in a bed-
rooml]

* Avoidance of friends, school, activities.

* Dedline in grades.

e Subtie comments that reflect emotional
distress or disturbed online or in-person
relationships.

If you are concerned, try to engage your

child in a conversation about bullying and

cyberbullying and pay closer attention to
what he or she is doing online.

Important If your child is highly depressed,
appears to be suicidal, or has made a sui-
cide attempt, it is critically important to find
out what is happening to your child online
(as well as offline). You may need the as-
sistance of someone with greater technical
Internet expertise to help investigate. This
may be the time to install monitoring soft-
ware without telling your child.

ENCOURAGE YOUR CHILD TO HELP

Your child may ask you, “If | am just watch-
ing and am not part of the activity, then how
could | be doing something wrong?” Good
question. Easy answer: “Bullies crave an
audience. By paying attention fo their bully-
ing, you are encouraging their behavior.
You are part of the problem. | want my child
o be part of the solution.”

Cyberbullying is occurring in online envi-
ronments where responsible adulis are
generally not present. Youth are also posk-
ing material that provides clues they are
considering committing an act of violence
against others or suicide in these online en-
vironments. Usually the only people who
know someone is being vicimized or some-
one is depressed and considering violence
or suicide are other leenagers. Increased
teen intervention and reporiing is essential.
Help your child gain 2 sense of responsibil-
ity for the well-being of others and the will-
ingness fc go out of their way o help an-
other. Stress the importance of speaking out
against bullies, or, § this is not safe, provid-
ing private help to the target or reporting
such actions fo you or ancther responsible
aduft.



Stop the Cyberbullying!

Step 1. Save the Evi- Step 2. identify the Cyberbully (if you can)
dence {don’t let your This could take some detective work. Remember that a cyberbully may impersonate
child keep looking at it) someone else. You may not need to know who the cyberbully is to take some actions
. , ’ to get the cyberbullying to stop.
!gro t?;(t t;zsst;;g : el « Ask your ISP or contact a company that fraces the identity of people online
) * If you can demonstrate that another student may involved, the district technology

> Save the chat or IM director may be able to find evidence.

N %es‘;»c;g.ad all web « An attorney can help to identify the cyberbully.
pggens - If a crime has occurred, the police can identify the cyberbully.

Possible Actions to Stop Cyberbullying

Tell the cyberbuily to stop
o Your child can send the cyberbully a non-emotional, assertive message telling the cyberbully to stop.

Ignore the cyberbully — Help your child ...

« Block or filter all further communications through his or her email and IM contact list.
- Avoid going to the site or group where he or she has been attacked.

s Change your child’s email address, account, username, or phone number.

File a Complaint
Cyberbullying is a violation of the "Terms of Use" of most web sites, ISPs, and cell phone companies. File a

complaint by providing the harmful messages or a link to the harmful material and ask that the account be termi-

nated and any harmful material removed. Here are the steps:

< If the cyberbully is using email, contact the ISP of the cyberbully (you can determine the ISP from the email
address), contact the company at <support@<ISP> or look on the ISP’s site for a “Contact Us™ email address.

> I the material appears on 2 third-party web siie {eg. <h#p:fhervew. webhostname.com/~kid'sname.himP>} go o
site’s home page, file o complaint through the "Contact Us” email address.

o If the material is on a web site with iis own domain name {e.g. hiip/fwww.xyzkid.com), go to Whois
{hitp:/hwvw.whois.net) to find the owner of the site and the host company. Go to the host company’s web she
and file a complaint through the “Contact Us” email address.

» If the cvberbully is using 2 o= chone. irace the number snd contadt he phone company.

Contact Your Schooi Counselor, Principal, or Resource Officer
Your school can't discipline 2 student for totally off-campus aclions because of free speech prolections. But off-
campus cyvberbulivin e ;

o search the studen
can discipline the st
schoo! counselor of res

dislric] internst sysiem o oyberbully, i
chool, the schoo! can intervene. Your
e cybsrbully 1o ask the oyberbullying o stop.

Contact the Cyberbully’s Parents
Th? f;yberbufiy s parenis may -be tolally unaware, concemed {o find that their child has engaged in this Kind of
gc?}ty, and get ’{%:xe cyberbullying 1o stop. Or they could be vary defensive. Avold dirsal contact. Send the cyber-
ully’'s parents s letter thal ncludes the dov aned malerisl and reguesis that § vherbullving Stop
; mes ine towninaded malerial and requesis that he cyberhullving sio d
harmful materal be removed. K ’ e sl e

Contact an Attorney or File a Small Claims Action
An afiorney can send a lelier to the cvberbully’s i i
2] ter oY herbully’s parenis der Haisl ¥ ¥ 3
e o toss LISt f, £ F'}:‘Tﬁa@.ﬁf; that # e Q}f?&fbﬁi%;ﬁng stop. An stiomey can
nelp fis 2 lawsalt o help you file g small clalms acilon herbuilv's porenis for financial dam-
"y = = . ES 2 - | e AT o = )
ages {money becauss your ohild has been harmead) and 2 reguirement that the cyberbullying stop.

znzingt fhe oy

Contact the Police

i {l’te_cyberbuﬂymg appears io be a orime, contact the police. Cyberbullying that involves threats of viclence,
coercion, Gbi;ceﬁ? or harassing tex! messages, harassment or sialking, hate or bias crimes, cresting of sending
sexually expliclt picture, sexual exploliztion, or tsling a picturs of someone in private place.




Make sure your child knows how important
it is to report any direct threats or distress-
ing material he or she may witness oniine {0
you, the school, a school violence or suicide
hotline, or the police.

RESPONDING TO CYBERBULLYING

The following page will provide you with a
step-by-step process of response options
for specific situations. General guidance is
to assist your child to ...

- Develop his or her personal guidelines
for online involvement.

» Make a realistic evaluation of the quality
of the online community and the benefits
of remaining in or leaving.

» Recognize the need to leave an online
situation that has gotten out of control.

« Conduct a self-assessment of his or her
behavior or communications that may
be contributing to the victimization.

e Learn how to respond in an assertive,
but not aggressive, way to any harmful
communications.

= Know when and how o gain assistance
from an adult.

INTERNET TERMS

Just in case you are wondering what some of these

words mean:

»  Profiles — Established on community sites gener-
ally during registration. Allow users to provide
personal information and interesis. Can be
searched by other users.

e Username — a fake name that a user establishes
dpnng registration that identifies the user on that
site. The usermname(s) that a ieen selects can
provide insight into the image or persona the teen
seeks o estabiish in the particular community.

 Personal web siles — siles to post material, in-
cluding writings, drawings, and pictures.

= Blogs {(weblogs} — interactive personai online
diaries or joumals. Teens share a significant
amount of personal information in blogs. Gthers
can submii comments.

«  Emaill — asynchronous (not real fime) communi-
cation sent to individusl(s) or a discussion fist.

= Discussion groups or boards — asynchronous
group communications around a fopic. Stu-
dents often establish discuss groups that are

school-related.

= Chat — synchronous (real time) group com-
munication, with ability to establish private
chats.

« Instant messaging {IM) — synchronous pri-
vate communications with anyone on a
contact or “buddy list." Teens can have up to
450 “friends” on their “buddy list.”

» Text/digital image messaging — messages or
images sent via cell-phones.

- Gaming — online interactive games ihat are
played user against the machine or that involve
two or more users. Some gaming sites include
extensive ongoing simulation activities where the
gamer assumes a permanent character {persona
or avatar) whenever he or she is involved in the
gaming site.

s  Social networking communities — web sites that
combine the features of profiles, personal web
sites, blogs, discussion groups/boards, chat,
gaming, and messaging. All the rage with teens!
Look at hitp:/iwww.myspace.com, hitpi/iwww.,
bolt.com, hilp://studentcenter.org, hitp:/fvreny.
fivejournal.com.

e |mportant insights: Web site or provider Terms of
Use generally prohibit harmful speech, but do not
review postings. Concerns must be reporied to
the site. Many sites have age limits older than 13
or 16, but youth know they can easily lie about
their age during registration.

CENTER FOR SAFE AND RESPONSIBLE
INTERNET USE

The Center conducts research and provides re-
sources and professional development {o schoo! dis-
fricts and others. Please visit the Center’'s web sites at
hitp://cyberbully.org or hitp://csriu.org for additional
resources.

Cyberbullying and Cyberthreats Part I: A
Guide for Counselors, Teachers and
Parent Educators Available December 2005.

© 2005 Center for Safe and Responsible Internet
Use. Readers may make a limited number of copies
for distribulion. Acquisifion of the above book provides
greater reproduction rights for this Parent's Guide.



Some Basic Rules for Parents’

« Make sure-your child doesn't spend all of her time on the computer. People, not computers, should be their
best friends and companions.

« Keep the computer in a family room, kitchen or living room, not in your child's bedroom. Rgmembgr that this
tip isn't very helpful when your children have handheld and mobile Internet and text-messaging devrcqs. You" )
can’'t make them keep their cell phones in a central location. So make sure that the *filter between their ears” is

working at all times. -

» Learn enough about computers so you can enjoy them together with your kids.
« Teach them never to meet an online friend offline unless you are with them.

» Watch your children when they're online and see where they go.

« Make sure that your children feel comfortable coming to you with questions and don't over react if things go
wrong.

« Keep kids out of chat rooms unless they are monitored.
- Encourage discussions between you and your child about what they enjoy online.

« Discuss these rules, get your children to agree to adhere to them, and post the_m near the computer as a
reminder. :

« Find out what e-mail and instant messaging accounts they have and.(while agresing not to spy on them) ask
thern for their passwords for those accounts.

» “Google” your children (and yourself) often and set alerts for your child’s contact information. The alerts will e-
mail you when any of the searched terms are spotted online. It's an early warning system for cyberbullying
posts, and can help you spot ways in which your child’s personal information may be exposed to sirangers
online. To learn how to “Google” them, visit InternetSuperHeroes.org.

 Teach them what information they can share with others online and what they can't (like telephone numbers,
address, their full name, cell numbers and school).

= Check your children’s profiles, blogs and any social-networking posts. Social-networking websites include
myspace.com, facebook.com and xanga.com. Social networks, generally, shouldn't be used by preteens and
should be only carefully used by teens. Yfly.com is a new teen-only social network that is designed from top to
bottom to keep teens safer and teach them about more responsible behaviors.

* For those of you with preteens and young teens, read the Safer Social Networking guide at WiredSafety.org.
* Get 1o know their "online friends" just as you get to know all of their other friends.

» Warn them that people may not be what they seem fo be and that people they chat with are not their fiiends,
they are just people they chat with.

* If they insist on meeting their online friend in real life, consider going with them. When they think they have
found their soul mate, it is unlikely that your telling them “no” will make a difference. Offering to go with them
keeps them safe.

» Look into the new safer cell phones and cell phone features that give you greater control over what your
children can access from their phone and who can contact them.
(This handout prepared from materiais seiected from a variety of resources, ie. www.WiredSafety.org and
from Nancy E Willard “Cyber Safe Kids, Cyber Savvy Teens")




CyberbullyNOT: Stop Online Social Cruelty

Cyberbullying is being cruel to others by sending or posting harmful material using the Internet or a cell phone.

Tupes of Cyberbullying

° Flaming — angry, rude arguments.

° Harassment — repeatedly sending offensive messages.

¢ Denigration — “dissing” someone online by spreading rumors or
posting false information

° QOuting and frickery - disseminating intimate private information
or tricking someone into disclosing private information, which is
then disseminated.

° Impersonation — pretending to be someone else and posting
material to damage that person’s reputation.

¢ Exclusion — intentional exclusion from an online group.

¢ Cyberstalking — creating fear by sending offensive messages

and other harmful online activities.

How, Whe, and Why

° Cyberbullying may occur via personal web sites, blogs, email,
discussion groups, message boards, chat, instant messaging, or
textimage cell phones.

¢ A cyberbully may be a person whom the target knows or an
online stranger. A cyberbully may be anonymous and may enlist
the aid of others, including online “friends.”

° Cyberbullying may be a continuation of, or in retaliation for,
in-school bullying. it may be related to fights about relationships
or be based on hate or bias. Some teens think cyberbullying is
entertaining — a fun game.

° Teens may not be concerned about the consequences of
harmful online behavior because: They think they are invisible
or can take steps to become invisible, so they think they can’t
be punished. There is no tangible feedback about the harm they
cause, so it seems like a game to them. Harmful online social
norms support cyberbullying: “l have a free speech right to post
whatever | want, regardiess of the harm | cause.

The Harm

Cyberbullying can cause great emotional harm to the target.

Online communications can be very cruel and vicious.

Cyberbullying can be happening 24/7. Damaging text and images

can be widely disseminated and impossible to fully remove. Teens

are reluctant to tell adults — for fear of overreaction, restriction
from online activiies, and possible retaliation by the cyberbully.

There are emerging reports of youth suicide and violence related

to cyberbullying.

Responsible Management of Children’s Internet Use

Parents have a moral and legal obligation to ensure their children

engage in safe and responsible behavior online!

° Keep the computer in a public place and supervise its use.

° Find out what public online sites/communities your child uses
and periodically review what your child is posting. Emphasize
that these sites/communities are public and that your child
should never post personal contact information, intimate
personal information, or provocative sexually oriented material.
(Your child may argue that you are invading his/her privacy.
These are PUBLIC places!)

¢ Tell your child that you will investigate hisfher private online
communications if you have reason to believe that he/she has
engaged in unsafe or iresponsible behavior. You can install
monitoring software to do this.

? Make joint Internet use management agreements with the
parents of your child's friends — addressing the time they
can spend online, approved activities, and a mutual parental
agreement to monitor and report.

Prevent Your Child from Being a Cyberbutly

°© Make itclear that all Internet use must be in accord with family
values of kindness and respect for others and any violation of
this expectation will result in monitoring of all online activiies
using Internet use monitoring software.

° If your child is being bullied at school, work with the school to
stop the bullying and make sure your child knows that he/she
should not to retaliate online.

Preventing Your Child from Becoming a Target of Cyberbullying

° Frequently discuss the concerns of public disclosure of intimate
personal information and the value of modesty.

° Visit and discuss the values demonstrated by others in your
child's favorite online communities.

° Insist that the school intervene effectively to address any in-
school bullying.

¢ Seek to “bully-proof” your child by reinforcing your child’s unique
individual strengths and fostering healthy friendships with teens
you can trust to be kind.

Warning Signs that Your Child Might be the Target

° Expression of sadness or anger during or after Internet use.

° Withdrawal from friends and activities, school avoidance, and
decline of grades, signs of depression and sadness.

° Pay close attention if your child is being bullied at school or
having any other difficulties with peers. These are the teens that
are most often targeted by cyberbullies.

RAction Steps and Options to Respond to Cyberbullying

» Save the evidence.

» ldentify the cyberbully(s). Ask your ISP for help.

» Clearly tell the cyberbully to stop.

» Ignore the cyberbully by leaving the online environment and/or
blocking communications.

» File a complaint with the Internet or cell phone company.

» Seek assistance from the school, if the cyberbully also attends
the same school. (But because of free speech protections, if
the cyberbullying is occurring totally off-campus, your school
may only be able to provide informal assistance, not formal
discipline.)

» Send the cyberbully’s parents a certified letter that includes the
evidence of cyberbullying. Demand that the actions stop and
harmful material be removed.

» Contect an attorney to send a letter or file a lawsuit against the
parents based on defamation, invasion of privacy, or intentional
infliction of emotional distress.

» Call the police, if the cyberbullying involves threats of violence,
coercion, intimidation based on hate or bias, and any form of
sexusl exploitation.

» Reporting other concerns ...
= [If you have suspicions your child is involved with an online

sexual predator, call the police. Do not talk to your child,
helshe could warn the predator.

= If you see any online threats of school-related violence, call
both the school and the police.

e fyou see any material that raises concerns a child is
emotionally distressed and may be contemplating suicide,
self-harm, or other violence, contact the counselor of the
school the child attends.

Nancy E. Willard, Center for Safe and Responsible Internet Use
Additional resources are available at hitp://eyberbully.org.
© 2006 CSRIU Permission granted for schools to copy and distribute.




